Data Platform

r als nur Backup!




Expanding hybrid
cloud workloads

Growing
infrastructure

Business
Continuity

IS harder than
It needs to be

cyberthreats

Time consuming,
manual processes
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Veeaom Data Platform

Native APlIs

Platform
Extensions

aws  AWS

Iy

A\ Azure 0 Microsoft 365
) Google Cloud

b

@ Salesforce

)

Kubernetes

Physical Apps

On-Premises + Inthe Cloud . XaaS
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Veeam Backup &
Replication v12.1

What's New



Inline Malware Detection Overview

Nl Flag infected backups

[EN
=)

Backup server

Proxy
~\ Store data

A 4

Backup size: 201 GB

[ Copy path 3k Malware v

N
—

e S Send metadata
|-* Type in an chject name to search for Q‘ Date Type Status
Name Original Size 9/20/2023 10:13:06 AM Increment Suspicious
ﬁ HK-1944-rn-enc 177 GB. 9/20/2023 8:42:16 AM Increment Suspicious
5 HK-1844-meren 178Cp | | 9/20/2023 7:48:34 AM Increment oK
9/20/2023 7:34:44 AM Increment oK
9/20/2023 7:25:06 AM Increment oK
9/19/2023 6:45:43 PM Full oK
Total size: 356 GB Restore points: § Bquu p dqtq
Files: N
7
MName Data Size Backup Size Deduplication Compressicn Date
5 HK-1844-m-enc.vm-10844302023-0... 0B 0B 1.0x 1.0x 9/20/2023 10:06:24 AM
g HK-1844-rn-enc.vm-10844302023-0... 200 MB 445 ME 1.0x 1.8x 9/20/2023 8:41:00 AM
GEl HK-1944-m-enc.vm-10844302023-0... 158 GB 667 MB 1.0x 2.5x  9/20/2023 T:48:15 AM
& HK-1944-m-enc.vm-10844302023-0... 201 GB 948 MB 10x 22x 9/20/2023 73215 AM
&l HK-1944-m-enc.vm-10844302023-0... 1.11GB 398 MB 10x% 2.9% 9/20/2023 7:22:32 AM
é_?l, HK-1944-rn-enc.vm-10844302023-0... 260 GB 99.0 GB 14x 1.8x 9/19/2023 £:32:42 PM

Al / ML Inline

detection
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Yara Threat Detection Engine

a) Yarais used in digital forensics and incident response
b) Ad-hoc Yara scan for a specific backup

c) Integrated into Surebackup and secure restore

d) Can be used daily or during incident response

Malicious Things

Clean
Access Backup \L

(Scan Backu p x

Performs an ad-hoc scan of you backups with an antivirus or the YARA engine to find the latest malware-free
restore point or to detect the presence of specific entries, such as personal information.

Scan mode:

(® Find the last clean restore point

Restore points will be scanned sequentially starting from the most recent one until the first malware-free
one is found. Use this options when a cyber-attack is known to have started recently.

(O Find the last clean restore point in range

Restore points will be scanned in an optimal order to identify the last clean backup in range with least
number of scans possible, Use this option if you are not sure when the attack started, or when dealing
with a known sleeping malware.

(O Scan all restore points in range for content analysis

All restore points in range will be scanned sequentially. Use this option for backup content analysis with
an applicable YARA rule, for example to look for personally identifiable information (PIl), personal health
information (PHI) or payment card industry (PCI) data.

Scan engine:
Scan restore points with an antivirus
Scan restore points with the following YARA rule:

| lockbit.yara v |

YARA rules location: C:\Program Files\Veeam\Backup and Replication\Backup\YaraRules\

Set scan range OK | | Cancel |
-

Encryption

% Forensic Analysis
identified malware strain

Threat Actor = K N N\ N N N . o S
O O O O O O Vv «— B niine onsoqur.e canner
205 detected encryption event

Day 1 Day 7 Day 8? Day 9

Yara scanner identified
infected restore points

Accelerates clean recovery from ransomware while reducing the chance of reinfection

Confidential and Proprietary
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Built-in Security & Compliance Analyzer

@ Y
Over 30 security checks: Thursday, September 21, 2023 9:58:02 AM
Start time| 9:58:02 AM Passed 16
End time |9:58:10 AM Not implemented 11
. Duration |0:00:07 Suppressed 2
a) Veeam Backup server hardening
Details
b) Environment configuration verification Security & Compliance Analyzer: Best Practices Status
o1y o . ore . Backup infrastructure security
C) Bu I It-ln SChed u Ier a nd ema II nOtIflcatlon S Remote Registry service (RemoteRegistry) should be disabled Not implemented
. . . Windows Remote Management (WinRM) service should be disabled Not implemented
d) Veed m Mon |t0r| ng & Anq Iyt|CS a Ierts Windows Firewall should be enabled Not implemented
SMBv3 signing and encryption should be enabled Not implemented
WDigest credentials caching should be disabled Passed
Deprecated versions of SSL and TLS should be disabled Not implemented
Windows Script Host should be disabled Not implemented
SMBv1 protocol should be disabled Passed
Link-Local Multicast Name Resolution (LLMNR) should be disabled Not implemented
Your data becomes safer as you ——
. MFA for the backup console should be enabled Not implemented
SLIC:C:eSSle”y Cleqr more secu rIIty CheCks Immutable or offline (air gapped) media should be used Passed
Password loss protection should be enabled Passed
Email notifications should be enabled Passed
\_ Configuration backup should be enabled and use encryption Passed )

Confidential and Proprietary
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Four eyes authorization

Approval by second “Backup Administrator” required for:

* Deleting backups, repositories, storage snapshots, Veeam Cloud Service Provider

* Disable four-eyes authentication

e User & roles modification

Reject own requests possible

Approve Reject | Details

Actions Details

Home

Event T Initiated by Initiated at
@ Pending approvals (2) Ez Delete backup NAS.. LAB\hannes 9/20/202310:31:59 AM
b &y Jobs E: Delete repository 5. LAB\hannes 0/20/202310:33:50 AM

=

Backups

Veeam Backup and Replication hd

This operation will be pending until another backup administrator approves it.
You can cancel pending request at any time, or wait for them to expire

automatically.

Create a request to delete backup?

Users & Roles *

Security | Authorization

Four-eyes authonzation

Require additional approval for sensitive operations
Protects against accidental deletions of backups and repositories by requiring an approval
from another Backup Administrater. This functionality cannot protect against hackers with
privileged access to a backup infrastructure, so it does not remove the need for immutable or
air-gapped backups.

Automatically reject pending approvals after: days




Veeam One v12.1

Proactive Monitoring and Analytics




Veeam One - Ransomware Detection

Veeam ONE Client Logged in as: USDEMOYmark.polin

Q =] il X ) ?

Back Forward Refresh Add Server  Motifications Reports Modeling Settings Full Screen Help

Summary Alarms WM Protection Cloud Backup Policies File Jobs Agent Jobs Agent Policies WYeearn ONE Agent

Veeam One Alarms ||

@ Selected Object: Backup Infrastructure - 0 errors, 0 warnings

duraticn oo Fiters: Al €3 1 & O &= Pﬂ All E ST [ ] :'=& E&

Possible
ransomware activity Dtaus Time b | Source Type Name

Report Parameters

Scope: Backup Infrastructure
L] L]
S Intarval: /172022 - 7/31/2022
uspicious e

i n C re m e nt Size E-g::dior SureBackup, VM Backup, Replication, Backup Copy, Agent Backup Policy, Agent Backup, File Backup, CDP Policy
Summary

U n usuq I IOb Job Modifications by User Modifications by Day

duration - “
i 4 30
| 17 =
2 s
8 (o
20
Find the i
L . 15
B usdemo\brandonmony [l usdemo\joeone Il usdemo\patrick.berson
. B usdemo'\brettravher B usdemoijorgevagas B usdemo\petertne 10
CO I I l p ro I I I I Sed B usdemotbruce.pellegiro [l usdemotkhadarivs.cleveland [l usdemorobertmoots T 5
Bl usdemo\don.rogers Il usdemotkyleshuberg Wl usdemo\ryanjohnston 5
usdemo'jasontrier usdemohluciano perez usdemoiusd adm.jbailey 0
G CCO u nt B usdemo'jeremy.car - usdemo B usdemo'zachchamberlin 0
eilhenderson T/1/2022 7/8/2022 THS/2022 T/22/2022 7/29/2022
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eeam Threat Center

Threat Center Dashboards Reports ion Cal cheduling

Veeam Threat Center @

Security Scorecard i Malware Detections
Updated 3 hours ago Updated 3 hours ago
91 % ®230 @12 Infected Restore Points Suspicious Restore Paints Marked as Clean Most Affected Object
6401 3561 360 workload-1299
Platform Security Compliance B
A There are some repositories without mapping. Go to widget settings X

®120 ®Q

100% |
Data Recovery Health B @ . / .

‘ . Northern Europe
London

93.2%

89% L2 LR workioaddD! - 2 restore points
workload006 - @ 1 restore points
Data Protection Status B Manchester
wiorkload007 - @ 20 restore points
workload002 - @ 6 restore points
P
. @ Suspicious
Your Data Platform 5tatus Score is above 90%, @245 @19 +
93% @ Infected
@ One or more Backup Servers have not been updated to the = ® Marked as clean Highcharts.com'® NaturalEarth |~
Q,

latest release. Please consider upgrading for an accurate score. Backup Imgnutability Status

Last 30 days All Detection Details —+

Backup Immutability Status

19 out of 265 selected workloads are notin

RPO Anomalies compliance with your selected Immutability target

SLA Compliance Overview it

Updated 3 hours ago (30 days). Check Immutable Workloads report to Updated 3 hours ago
know more.

Workload Type Backup Server otal SLA
Darabase-4 E VM VBR-PRGO1.n.local 2/24423, 1:01:5% AM & hours 92 6%
workload002 Ba Computer VBR-PRGOZ.n.local 2/24/23 1:02:00 AM 2 days

Sessions 20 565
Test VM TSuper_Long_long_name._... Unstructured data Ms-win32_vbrlla.n.local.local 2/2423, 2:00:10 PM 7 days

Q Succeeded 20 000
Ms-12-agent.n.local i Enterprise application VBR-PRG04.n.local 2/24423, 10:47:49 AM 7 days @ Failed - May 2, 2023

3l

TinyLinux_4_reload £ Coud workload VBA-AZ01.n lacal 2/24/23 10:47:49 AM 14 days - 99.8% Success Percentage
Test VM TSuper_Long_long_name._... % VM Ms-win32_vbrlla.nlocallocal 2/23/23, 10:53:23 PM 17 days - Total Sessions: 58
workload_long_nane... B Computer Ms-win32_vbrlla.n.local.local 2/23/23, 10:58:12PM  30days @ Succeeded Sessions: 56
Test VM TSuper_Long_long_name._... ﬂ:.‘ Unstructured data Ms-win32_vbrila.n.local.local 2/23/23, 11:08:45 PM 32 days - ) Failed Sessions:2
workload00% |6l Enterprise application VBR-PRG11.n.local 2/23/23, 11:23:51 PM 1 month ago
workload010 Computer VBR-PRG1Zn.local 2/23/23,11:41:23PM 2 months BRI T R L
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/ popular backup &
infrastructure reports

1. Capacity Planning
Protected VMs
VM Change Rate Estimation
Oversized/Undersized VMs
How many more VMs can be provisioned
Immutable Workloads

Recovery Verification Overview

© 2023 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.



Veeam Security Features Summary

7

Backup Environment Security

* Security&Compliance Analyzer
e SIEM integration

* Threat Center & Awareness

\,

7

\

N/

Multi-Factor Authentication

*  Veeam Backup Console

* Enterprise Manager SAML

* AWS, Azure, GCP appliances

Immutable Backups

* Veeam Hardened Repository

* Obiject Storage

* Multiple vendor integrations

s \\

7

\

Verified, Reliable Backups

» Storage-level corruption guard

* SureBackup automated
recovery verification

Airgap

* Logical airgap Veeam
Hardened Repository

* True airgap native tape support

\

J

7

\

Secure client authentication

*  Microsoft gMSA support

* 100% Kerberos support

* Key-based Linux authentication

N[

* Miximmutable storage
platforms
e 3-2-1-1-0 Rule

J \\

Multiple resiliency domains

7

\

Data Freedom

* Encryption key loss protection
* Self-contained backup files

* Cloud and Hypervisor mobility

7

End-to-end encryption

e TLS management traffic

e TLS or AES256 data traffic
*  FIPS140-2 cryptography

7

Role-based security

* Local privileged accounts

*  Web Ul for domain
accounts via SAML 2.0

7

Integrated Threat Detection
*  YARA backup scanner

* Signature-based scanner
e Scheduled or ad hoc

~

7

~

Advanced Anomaly Detection

 ANML entropy and content
scanner

* Indexing scanner

Confidential and Proprietary
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Cyber resilience areas

Immutable

Encrypted

3-2-1-1-0
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Veeam Recovery
Orchestrator v7

Recovery Orchestration



Veeam Recovery Orchestrator

= Compliance
RTO and RPO reporting help

g ‘ meet compliance standards and
SLA targets

Dynamic Documentation
Automatically updated reports for checks,
tests and executions help correct issues with
DR readiness

Supported platforms and applications:

S E C

Azure, vSphere Veaam Agents: Apps:
Windows & Linux Exchange, SQL, SharePoint

© 2024 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.

Clean Recovery

Restore the most recent clean recovery
point, powered by iterative ransomware
scans and VBR-backed intelligence

Recovery to Cloud

Orchestrated Direct Restore
to Microsoft Azure gives your business
resiliency with DR to the cloud.

Storage: Custom
NetApp, HPE, Lenovo scripting



Veeam Data Platform Packages

Platform Backup and

Recovery

Editions

Monitoring
and Analytics

Ransomware
Warranty (add-on)

Recovery
Orchestration

Premium ® ® PY P
Advanced ® o

Foundation ®

Supporting product Veeam Backup Veeam Veeam Recovery

components & Replication

ONE Orchestrator

Also Available:

* Veeam Data Platform
Essentials Edition for Small Business

* Veeam Backup & Replication
Community Edition

© 2024 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.



Follow us! Join the community hub:

ff X0 D) &
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https://community.veeam.com/
https://www.facebook.com/VeeamSoftware/
https://www.instagram.com/veeam_software/
https://twitter.com/Veeam
https://www.youtube.com/@veeam
https://www.linkedin.com/company/veeam-software/

Introduction to
Wasabi Cloud Storage

Daniel Arabié
Country Manager Central & Eastern Europe

@ wasabi

hot cloud storage




Who Is Wasabi

Mission: Low Price, High Performance, Secure Object Storage
Started in 2015 by Carbonite’s founding team
Privately held with $534M in financing to date

Product: Cloud Object Storage as a Service

Comparable to: AWS S3, Azure Blob, GCP Storage

P
B | MSPs/CSPs
& B 200000 _a@ Partners

Thousands of customers & partners across all verticals

e
@ quabl Proprietary & Confidential © 2023 Wasabi Technologies 20



Rapid Company Growth

=S Al =t

>80K Customers &

>18K Parthers > 2x Revenue Growth Multiple Exabytes

Year over year of storage under management
And growing
13 Storage Regions - NPS 58
And expanding $534 Million Industry average 36

In financing to date

o
@ WOSQ bl Proprietary & Confidential
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Low Price, High Performance, Secure Object Storage

Optimal price, performance, and protection for object storage

Price Performance Protection
80% less than AWS S3 Faster than the competition Data center redundancy
No egress charges Quick uploads & downloads 11x9s data durability
No API request charges Private network options Immutable storage

o
quabl Proprietary & Confidential © 2023 Wasabi Technologies 22



Game Changing Prlc'“g Storage costs for 1 PB of storage

with 20% data egress per month

J Wasabi's flat fee of

\/ for egress

\/ for API requests

q/ complex storage tiers @

wasabi


http://www.wasabi.com/pricing

Pricing - Ways to Buy

Pay monthly only for what you use Purchase in 1, 3, or 5 year increments
Cancel anytime Larger discounts based on term & capacity
Grows with your storage needs Premium support included

o
quabl Proprietary & Confidential © 2023 Wasabi Technologies 24



Protection
Durability, Availability, & Security

data durability with
J exabyte scale

J availability SLA with
multiple data centers

Strong encryption, identity & access
mgmt, & multi-factor authentication

Immutability via S3 object lock
protects against ransomware

wasabi

BUILT-FOR-SCALE, DURABILITY,
SECURITY AND COMPLIANCE

25



Wasabi Storage Regions Current Locations

) North America

- us-east-1 & 2 (Virginia)
- us-central-1 (Texas)

- us-west-1 (Oregon)

- ca-central-1 (Toronto)

. 23
. ‘ h - > Europe
eu-west-1 (London) 1 - eu-west-1 (London)

— | = |‘1 A / I H
_Sucentral 1 (Amsterdam) / - eu-west-2 (Paris)

(Toronto) eu-central-2 (Frankfurt) ! - eu-central-1 (Amsterdam)

eu-west-2 (Paris) i} “'-“— e M&",‘y&’) - eu-central-2 (Frankfurt)

- =4 1
us-east-1 & 2 (Virginia) . _ﬂwa) p° ) Asia

- ap-northeast-1 (Tokyo)
- ap-northeast-2 (Osaka)
- ap-southeast-1(Singapore)

ap-southeast-1(Singapore) - ap-southeast-2 (Sydney)

_ o
resy ‘ .

« ° Planned Locations

- govcloud sites in us-east & west
\r - new sites in EMEA/APAC/LATAM

'L e
@ WQSObl Proprietary & Confidential © 2023 Wasabi Technologies 26



Complementary Wasabi Products

In addition to Wasabi Hot Cloud Object Storage, we also offer these related products:

Specialized Services

@wasabf

Cloud NAS

Wasabi object storage paired with gateway
software optimized for NAS use cases

@wasobf

Surveillance Cloud

Wasabi object storage paired with gateway
software optimized for video surveillance use
cases

@ wasabi

Service Management & Data Migration Tools

Dw

asabi

nt Control Manager

Manage multiple Wasabi accounts from a single platform

asabi

@ Cloud Sync Manager

Replicate buckets between Wasabi regions &
migrate buckets from other storage clouds or S3 on-prem

asabi

@ Ball Transfer Appliance

Transfer on-prem storage to Wasabi via a physical appliance

@w

asabi

Direct Connect

Privately connect your on-prem or cloud environment to Wasabi

Proprietary & Confidential © 2023 Wasabi Technologies 27



Use Cases for Wasabi

ED

Backup and Recovery

afll

Data Analytics Application Development

S

Archiving

Store more and evolve
complex archive tiers into a
single simple active archive

Store more data to enable data Store more to enable custom
analytics and better business app development integrated
intelligence with compute & cloud partners

Store more to enable business
continuity across hybrid or
multiple clouds

LB

Content Delivery

&

Internet of Things Al/ML

Store more data coming from Store more data to enable
billions of smart connected artificial intelligence and machine
sensors and devices learning to transform the future

Surveillance

Store more video and photos to
improve security and law
enforcement

Store more to accelerate audio
and video content and software
distribution

o
qucbl Proprietary & Confidential © 2023 Wasabi Technologies 28



Broad Partner Network Across Multiple Segments

Hundreds of
Technology Alliance Partners

VEEAM MYHYCU' MSP360)
®  VeRmAS % rubrik
COMMVAULT ks
ApvPO

O SCALE
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iy

EQUINIX

arcserve
NUTANIS

FA\ Adobe & (ucidLink ©> imagen

d]
SIGNIANT. iconikk  opendrives

IS

SPECTRA} |=| HIVELOCITY '\' VULTR

{w\ Hanwha

@ milestone AXISa

g praNzura (¥ komprise

wasabi

CLIMB

CHANNEL SOLUTIONS

\2
AN %,

watsoft

exertis

BROADCAST

OIS

DAIWABD INFORMATION SYSTEM CO, LTD.

Thousands of Channel Partners

carahsoft

¢LOUDLAND

\,)'-(.»0

nestec

BCDVIDEO

PLIRPOSE-BUILT, PERFORMARNCE DRIVERN

@) Networld (C) TD SYNNEX

Proprietary & Confidential

@E{{{:‘ PSH| Connection
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1 Insight

srswmus sidepathay Elstone

Mainline
[ INFORMATION SY

(10N SYSTEMS ]

+

. A
./f Softchoice TRACE 3 MicroAge® GItE/I{lERATION e

ePACT < $vcrival

EZETECH

B <

autodata  (Cnewideo ' probax

. () idealintegrations

simoda IRON DOME

&R PDS
ctmy

Noraina Cloud
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Adoption Across Industry Verticals

Science &

Entertainment

Research

Education

»2AQS  Dits

mediastream { ket

&

LEGENDARY

@CBS

1R HOWARD ~2BIG MACHI
ESTERN m.- are .m&

group nine DIE W BLACKBIRD.AI PUBILIIC
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_—
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"
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®9 University
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or Sports Brands

- . Ma
Wasabi is turning out to be sort

of a proverbial home run in that
we project using it for all of our

backups.

Brian Shield - SVP | CTO of the Boston Red Sox

LIVERPOOL 5T
0) FOOTBALL CLUB ‘4 2 I' 3
@ &
-, -, < %
S22 2 STRe
\/
x]
Official Cloud Storage Proud Partner of the Official Cloud Storage L%Jér@ﬂll// M GARDEN

Partner of Liverpool Football Club Boston Red Sox Partner of the Boston Bruins




Storing the World’s Data

hot cloud storage

Address
1117 Huntington Avenue
Suite 2900

Boston, MA 02199

Phone Email
1-844-WASABI-1 (Toll Free) sales@wasabi.com
+1 617-307-7912 (Int'l) support@wasabi.com

+1-617-307-7973 (Fax)



mailto:sales@wasabi.com
mailto:sales@wasabi.com
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